
 
 

Greetings to all residents. It’s interesting to note how crime 

levels in the UK have been variously affected by periods of 

lockdown and restricted social activity. A report by the ONS 

compared Spring 2020 with a reference period in 2019 and 

found a double-digit percentage drop in overall national 

crime, with falls in burglary, theft, criminal damage and 

sexual offences. However, other crimes went up, including 

cybercrime, drug offences, domestic abuse and dog-

snatching. Actual percentages are difficult to establish as 

they varied by timing and location of lockdowns, but all 

agree the national rise in cybercrime, especially fraud and 

cyber attack, has been a cause of great concern. This edition 

contains useful information to help safeguard residents of 

Chorleywood against fraud by introducing the work of Action Fraud and its two main supporting organisations the 

National Fraud Intelligence Bureau and the National Cyber Security Centre. Once again we are extremely grateful to 

Sewell & Gardner, our local estate and letting agency, for sponsoring the production of the NHW Newsletter.  

                             Photographs: Autumn scenes in Carpenter’s Wood and Whitelands Wood 

         OWL Report by David Clark 

Membership - For many years now, we have 

been riding high with something approaching 

95% of house residents with email having 

signed up to OWL, to receive useful information 

about local crime. This percentage has slipped 

a little due to Covid, particularly the lockdown period, when we 

were unable to call on new residents, but we are hoping to 

rectify this during the next twelve months and will provide an 

update in our Summer 2022 eNewsletter. 

New residents - It helps us enormously when residents 

advise us when new neighbours have arrived as, through our 

Road Co-ordinator system, we are able to ensure that the new 

resident receives both an NHW and a CRA welcome pack, 

with an invitation to join OWL and receive CRA  eNewsletters. 

All we need is for you to email us on penncottage@talktalk.net 

with the address of the new resident and we will do the rest.  

NHW signs - Peter Stainer has done some great work this 

year cleaning and replacing our signs. We are ordering some 

more signs so, if you consider that one should be positioned 

in a particular place, please let us know by emailing as above. 

Flats - We rely on our Police Community Support Officers 

(PCSOs) to sign up flat occupiers to OWL, as entry to 

buildings is often difficult at times when people are at home. 

You could be really helpful to us if you are a flat occupier and 

could just mention to your neighbours the benefits of OWL, 

and suggest they sign up either directly on OWL at 

www.owl.co.uk or by emailing us at NHW, as above. 

                             Vehicle Crime  

Our PCSOs report that vehicle crime is one of the more 

frequent crimes in Chorleywood, not just car theft, but 

also thefts from vehicles. Often, these are “keyless” 

thefts, because the owners didn’t secure their keys in a 

“Faraday pouch”. Thefts of equipment from workers’ 

vans is an ongoing problem here, as many houses have 

renovation work done. Remind workers to lock their vans 

and possibly consider allowing them to bring their more 

expensive tools into the property during the day.   

         Welcome to our new PCSO Alan Waller  

Alan became one of the two 
Chorleywood PCSOs in April 
2021, and is now working 
alongside PCSO colleague Dean 
Redhead. Alan  moved from 
Rickmansworth, where he 
patrolled the town centre for 
the last twelve years. Alan is 
married with three sons. He 
used to be a keen footballer 
and still plays some five-a-side football when he has 
time. He was a long-distance runner in the past and 
has run the Watford Half Marathon twice, plus lots of 
10k runs. He also plays the guitar and has played in a 
church band. Please stop and say hello when you see 
him out and about on his bike.                                 Page 1 
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           Frauds and Cyber Attacks 

If you’ve been the victim of a 
fraud, or your company’s IT 
system has been hacked, log 
on to Action Fraud’s website 
at: www.actionfraud.co.uk, 

where you can submit a report using their online 
reporting tool. Your evidence will be sent for assessment 
or investigation, as appropriate. You might help stop an 
ongoing scam, assist in bringing those responsible to 
justice, or expose a new scam being used by criminals.  

                      The role of Action Fraud (AF) 

AF is the UK’s national reporting centre for those 
subjected to computer fraud and cyber crime. It has 
been running since 2014 when it took over from the 
National Fraud Authority, which had operated from 2008 
to combat harm caused to the UK economy by fraud. AF 
is financed by the Home Office and run under the 
auspices of the City of London Police, the national 
policing lead for economic crime. It works either in 
partnership or in close co-operation with several other 
fraud investigation authorities, police services and 
intelligence organisations, both in the UK and overseas. 
Although it’s a diverse and complex operation, a 
summary of how the AF reporting system all fits together 
is outlined in the diagram immediately below.  

                            AF’s main activities 

Information - The AF website provides news, advice, 
warnings, fact sheets, posters, infographics, toolkits and 
links to a range of organisations that can keep us safe. 
Notifications - AF advises about ongoing fraud types and 
fraud hotspots, highlighting any especially vulnerable or 
targeted groups.  
Media - AF liaises with the media, publishing the latest 
statistics and crime reports by area and category. It also 
runs national events and campaigns. 
AF Alerts - https://actionfraudalert.co.uk. This service 
sends out early warning emails, voice mails and text 
messages about current frauds operating in local areas. 
https://www.actionfraud.police.uk/sign-up-for-action-
fraud-alert is the place to register for this service. 

Dashboards - AF runs dashboards where key statistics on 
frauds and cyber crimes are configurable interactively. 
They allow users to identify quickly the most commonly 
reported frauds and cyber crimes, by police force in the 
UK, and let users look in detail at victim types, the way 
they report and their estimated overall losses.  

Phishing - Phishing is something AF is NOT responsible 
for. Phishing is a specific category of cyber scam that 
uses email. These scams should be reported directly to 
SERS, the Suspicious Email Reporting Service, at the 
National Cyber Security Centre. (See article on Page 3). 

 

                                                  The AF Fraud and Cyber Attack Reporting System 
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                                                  Action Fraud - Fraud and Cyber Attacks 2020-21 

Fraud  

Number of Fraud reports by organisation: 
Action Fraud                                                      413,945 

CIFAS                                           318,379 

UK Finance                                             143,298 

Total Reports Received                                          875,622 

    

Top Fraud loss values:  

Share Sales/Boiler room                               £171m 

Cheque/PC/Online Bank                                          £184m 

Other Financial Investment                                        £318m 

Miscellaneous Losses                                      £1,677m 

Total Value of Losses                                      £2,350m 

 

High risk victim indicators: Highest number found in age 

group 20-29 years; Highest £ loss in age group 50-69 years. 

Gender M=49% F=51%   

Cyber Attack 

Number of Cyber Attack reports by category: 

Hacking Social Media & Email                  13,948 

Computer Virus/Malware/Spyware                                  7,794 

Personal Hacking                                                 5,587 

Miscellaneous                                      3,993  

Total Reports Received                                 31,322 

 

Top Cyber Attack loss values:  

Hacking extortion                     £3.5m 

Hacking Social Media / Email                    £2.6m 

Computer Virus/Malware/Spyware                      £1.7m 

Miscellaneous Losses                                      £1.8m 

Total Value of Losses                              £9.6m 

 

High risk victim indicators: Highest number found in age group 

20-29 years. Gender M=40% F=60% 

                                                                     Action Fraud - In conclusion 

Fraud reports have risen by 27 per cent in the past five years and more than 97,500 web addresses were taken down 

between April 2020 and June 2021 alone. AF warns that in the coming year, fraud crime’s key threats will come from 

courier scams, romance fraud, payment diversion, investment, fraud linked to card, computer software service and 

online banking. It also warns that there is a pervasive use of social media and encrypted messaging in all aspects of 

fraud. A new fraud and cybercrime reporting and analysis service is being procured to replace Action Fraud in 

recognition of these growing demands on the service and to obtain the benefits of the latest advances in technology. 

 

                                                                      B E W A R E 

Phishing - is a type of cyberfraud that specifically uses email. 
Phishing emails are fakes which purport to come from one of your 
contacts or a reputable organisation. They may contain false 
information, offer cash prizes or ask you to confirm your personal 
details. They may try to get you to make payments, give out private 
or financial information, or click on a link which uploads malware 
to your computer to steal your passwords, PINs or banking details.  
SERS - The Suspicious Email Reporting Service which started in 
2020, is the organisation which investigates Phishing emails. 
Forward all emails that you consider may be suspicious to them at  
report@phishing.gov.uk.  
“Hovering” - The best way to spot a potential scam email is by 
hovering your cursor over the sender’s name. Unfortunately, email 
providers permit scammers to substitute their real identities with 
fake ones which resemble well-known companies, like 
supermarkets or banks. After hovering for a second, the true                                                          

P H I S H I N G 

sender’s name appears, e.g. ttgdlvtz@aelosa.net, which has 
nothing to do with the organisation it pretends to be from.  
Key - Phishing is now recognised as a key enabler for criminals to 
initiate cyber attacks and fraud. In its first 14 months, over 5.5m 
Phishing emails were reported to SERS. The biggest category by 
value was Ransomware and the biggest category by number was 
TV Licensing.  
Other organisations - If you have a scam to report that doesn’t 
come under Action Fraud or Phishing, you should contact the 
correct organisation to report it. Other fraud categories can 
include counterfeit currency; vehicle theft; suspicious online 
behaviour with or towards a child; online hate or bullying crime, 
material or messages; counterfeit medicine or medical 
devices available to purchase online; business or personal tax fraud 
or a related HMRC matter; benefit fraud; immigration fraud. For 
web links to these services see Page 4 below. 

                                    Don’t ride an e-scooter on the public highway 
You can legally purchase an e-scooter but you can’t ride it on a UK public road or pavement. 

The police are stopping people found riding e-scooters and advising them about the current 

law. Depending on the nature and gravity of the offence, you may be fined, get penalty points 

on your licence or have your e-scooter impounded. To support a ‘green’ restart of local travel 

and help mitigate reduced public transport capacity, the Department for Transport is fast-

tracking and expanding trials of rental e-scooters. E-scooters offer the potential for fast, clean 

and inexpensive travel that can also help ease the burden on transport networks and allow for 

social distancing. The only place you can legally ride one is in a Government-sponsored e-

scooter trial, taking place in about two dozen places around the country. To participate, you 

must have Cat Q, AM, A or B entitlement on your licence and the appropriate insurance. You 

can only ride in a trial area. Maximum speed is 15½ mph (25 kph). You can drive e-scooters 

on the roads and cycle lanes participating in the trial but never on pavements. However, some 

other general rules of the road for cycles, cars and motorbikes also apply to e-scooters.  
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    Chorleywood Parish Crime Figures 2020-21 (compared to 2019-20) by Stuart Parish 

                                                       Welcome and Farewell to Watch Liaison Officers  

At the end of September, after more than five years service, Philip Waine left his role as a Herts Watch 
Liaison Officer (WLO). In his goodbye message to OWL members, residents, fellow officers and councillors he 
said, “It has been a delight and privilege to serve you in this role and all the events I have taken part in. The 

support from street, Area and District Co-ordinators who volunteer their time to help make NHW and the OWL messaging system in 
Herts the best in the country, has made a real and tangible difference.” We say a huge thanks to Philip for his service, especially for 
all the hard work and dedication he put into making Chorleywood a safer place for residents. We wish him every success in the future.  
In his stead, Dougie Brooks has been appointed as WLO, and in his opening message on OWL he said, “Hello, my name is Dougie Brooks, 
I am your new WLO replacing Philip Waine who over the years has provided you an excellent service. I have been in the police force for 
close on 40 years having served over 30 years in the Metropolitan Police Service both as a detective and intelligence officer and more 
recently with Hertfordshire Constabulary in an investigative capacity. I am now looking forward to the new challenge this role brings. 
My immediate plan is to make contact with the Community, District, Ward and Road Co-ordinators, the key strategic partners and the 
Safer Neighbourhood Police Teams and recognising the importance of keeping people updated and informed. I am proud to be part of 
the largest NHW community in the UK. We have in excess of 170,000 members, which equates to 36% of the county. Our task is to 
increase this membership and any help or suggestions would be much appreciated. I am looking forward to hearing from you and working 
with you in the future. If you need to reply regarding this message, please use: wlo@herts.pnn.police.uk. 

                                                                       Useful contacts 
OWL sign-up penncottage@talktalk.net  National Fraud Intl Bureau https://www.cityoflondon.police.uk/ 
Chorleywood Parish   

Council NHW web page 
https://www.chorleywood-

pc.gov.uk/neighbourhood-watch-newsletter 

Dedicated Cheque & 

Plastic Crime Unit 
https://www.cityoflondon.police.uk/ 

Herts Police https://www.herts.police.uk Nat Cyber Security Centre https://www.ncsc.gov.uk/ 
Chorleywood PCSO 1 dean.redhead@herts.pnn.police.uk Insurance Fraud Bureau https://insurancefraudbureau.org 
Chorleywood PCSO 2 alan.waller@herts.pnn.police.uk IFIG - Insurance Fraud https://www.ifig.org 
Watch Liaison Officer wlo@herts.pnn.police.uk  Citizens Advice Bureau https://www.citizensadvice.org.uk 
Hertswatch www.hertswatch.co.uk Police Emergency 999 
Action Fraud https://www.actionfraud.police.uk Police Non-Emergency 101 
Action Fraud Alert https://www.actionfraudalert.co.uk CIFAS - Fraud Prevention https://www.cifas.org.uk 
Counterfeit currency https://www.actionfraud.police.uk/blog/coun

terfeit-currency/ 

Immigration fraud https://www.gov.uk/report-

immigration-crime 
Vehicle theft https://www.gov.uk/what-to-do-if-your-

vehicle-has-been-stolen 

SERS - Suspicious Email 

Reporting Service 
report@phishing.gov.uk 

Counterfeit medicine https://www.gov.uk/government/organisations/medicines

-and-healthcare-products-regulatory-agency 
Serious Fraud Office https://www.sfo.gov.uk 

HMRC fraud https://www.gov.uk/topic/dealing-with-

hmrc/phishing-scams 

Home Crime Prevention www.herts.police.uk/protectyourhome 

Benefit fraud https://www.gov.uk/report-benefit-fraud British Transport Police Tel: 0800 40 50 40 

Hate crime https://www.gov.uk/report-hate-crime Child abuse online https://www.ceop.police.uk/safety-centre/ 

Bullying online https://www.nationalbullyinghelpline.co.uk/

cyberbullying.html 

National Crime Agency https://www.nationalcrimeagency.

gov.uk 
Parish Council https://www.chorleywood-pc.gov.uk Chorleywood NHW Editor penncottage@talktalk.net        Page 4 

 

             Notes 

1. 2020-21 (black) 
stats compared to 
2019-20 (red) show 
a total reduction of 
34 crimes 468-434 
= 7.3% annually. 

2. Reductions are  
most noticeable 
when comparing 
lockdown to non-
lockdown months. 

3. As Chorleywood 
was already a very 
low crime area, 
lockdown had less 
effect on crime 
reduction than was 
observed UK-wide. 

Source www.police.uk 
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